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Vulnerabilities

42873 - SSL Medium Strength Cipher Suites Supported (SWEET32)

Synopsis

The remote service supports the use of medium strength SSL ciphers.

Description

The remote host supports the use of SSL ciphers that offer medium strength encryption. Nessus regards medium strength as any encryption that uses key lengths
at least 64 hits and less than 112 bits, or else that uses the 3DES encryption suite.

Note that it is considerably easier to circumvent medium strength encryption if the attacker is on the same physical network.
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57608 - SMB Signing not required
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See Also

https://www.openssl.org/blog/blog/2016/08/24/sweet32/
https://sweet32.info

Solution

Reconfigure the affected application if possible to avoid use of medium strength ciphers.
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Vulnerabilities

57608 - SMB Signing not required
Synopsis

Signing is not required on the remote SMB server.

Description

Signing is not required on the remote SMB server. An unauthenticated, remote attacker can exploit this to conduct man-in-the-middle attacks against the SMB
server,

See Also

html/smb.conf.5.htmi

Solution

Enforce message signing in the host's configuration. On Windows, this is found in the policy setting "Microsoft network server: Digitally sign communications
(always). On Samba, the setting is called 'server signing’. See the 'see also’ links for further details.

Risk Factor

Medium

CVSS v3.0 Base Score
5.3 (CVS5:3.0/AVN/AC:L/PRN/UEN/S:U/CNALAAN)

CVSS v3.0 Temporal Score

4.6 (CVSS:3.0/E:U/RL:O/RC:C)

CVSS v2.0 Base Score

5.0 (CVSS2HAV:NIAC:LAAUIN/C:N/IP/AN)
CVSS v2.0 Temporal Score

3.7 (CVSS2#E:U/RL:OF/RC:C)
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How to resolve SMB Signing not required Vulnerability
The Purpose of this article is to share a quick way to resolve a vulnerability named SMB Signin|
not required .In most of the cases , when information ...
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SMB Signing not required vulnerability - Microsoft Q&A
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01192 - SSLL Certificate Cannot Be Trusted
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07H382 — SSL Self-Signed Certificate
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15901 - SSL Certificate Expiry
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45411 - SSL Certificate with Wrong Hostname
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104743 - TLS Version 1.0 Protocol Detection
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157288 — TLS Version 1.1 Protocol Deprecated

ERE LRI bR ki M BPTLS 1. 18

wew TLS 1.2+ $4 %
WHEFLAT AN T BAT
>'E L 55@% VI fetep 3389 0 iRk ARSI LM v A Tk R
’ KE{B,DZI I |
>?”i**ﬂ¢%ﬁ’i&£% oF 4 5 (192. 168, %

Ky~ s HiTEXN T @ %




39291 - SSL Certificate Signed Using Weak Hashing Algorithm

> B RAE EPRIR 2 b k5L 2R E Y 3 20 SSLg

222
FE

PR EFLAT ARSI AT
F 3 EE L A tep 3389 0 R A VR T LRk
SR p21-A L ]

>EM A NEZHE > ERE A 4 EE (192, 168. %
.*>\;§gg_§ft§;f$—\l’r*\2] & %




42873 — SSL Medium Strength Cipher Suites Supported (SWEET32)
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41028 - SNMP Agent Default Community Name (public)
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> ¥k %3383 P plugin output®_ZF = tep 3389

Solution

Reconfigure the affected application if possible to avoid use of medium strength ciphers.
Risk Factor

140.123.162.140

1187

Medium

CVSS v3.0 Base Score

7.5 (CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/IN/AIN)

VPR Score

6.1

CVSS v2.0 Base Score

5.0 (CVSS2#AVIN/AC:L/AUIN/C:P/I:N/AN)
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