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Host Information

IP: 140 23.-

Vulnerabilities

as: Linux Kernel 2.10, Linux Kernel 3.13, Linux Kernel 4.2, Linux Kernel 4.8

94437 - S5L 64-bit Block

e Cipher Suites Supported (SWEET32)

Synopsis

The remote service supports the use of 64-bit block ciphers.

Description

possibly resulting in the hijacking of an authenticated session.

Messus has not checked for such a mitigation.

The remote host supports the use of a block cipher with 64-bit blocks in one or more cipher suites. It is, therefore, affected by a vulnerability, known as SWEET32,
due to the use of weak 64-bit block ciphers. A man-in-the-middle attacker who has sufficient resources can exploit this vulnerability, viz 3 ‘birthday' attack, to
detect a collision that leaks the XOR between the fixed secret and a known plaintext, allowing the disclosure of the secret text, such as secure HTTPS cookies, and

Proof-of-concepts have shown that attackers can recover authentication cookies from an HTTPS session in as little 23 30 hours.

MNote that the ability to send a large number of requests over the same TLS connection between the client and server is an important requirement for carrying out
this attack. If the number of requests allowed for a single connection were limited, this would mitigate the vulnerability. This plugin requires report paranoia as

Synopsis : 59RERIE I

Description : 55%6895F 4

-/ \

allp

i




Messus has not checked for such a mitigation.

See Also

ht openssl.org/blog/blog/2016/08/24/sweet32/

Solution

Reconfigure the affected application, if possible, to avoid use of all 64-bit block ciphers. Alternatively, place limitations on the number of requests that are allowed
to be processed over the same TLS connection to mitigate this vulnerability.

See Also : &T¥J5% 55801 HEAHEE ISR
Solution : RESEHEEEE

EEE

Wy




&« c @ gx C/Users/SID/Desklop/BREE/—=THaE=-=/5E

Published: 2016/11/01, Modified: 2022/12/05

Plugin Output

T~

Plugin Output

tcp/5068

tcp/5068
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21 FTP - iEXE@iRE - ARBwERFER

22 SSH - SFTP(FTP{EFHSSHINZ 5558 - PRLIthEE [Eport)

25 SMTP - B E&@RE - & ‘%Emall serverg & /A

80 WEB SERVERE A - ERHEIE )2 A& BSSLINE - HTTP

135 RPC - &5 W =2 A

139 SMB - EHRARSMEAZ AN OREHRZREER - ERIARFERSamba -
BERERFNA

udp/161 snmptRE - B RREFERE - KRS RARE - AREESE

443 WEB SERVERE A - ERFIEAFABESSLINE - HTTPS

445 INgeElport 139 - &S5 HEENA

1433 MSSQLAYFEEZport
3306 MySQLITREE port - BEFEAE JseE i ZEport 3307 ~ 3308
3389 Microsoftiizin 2 E 4 RDP



¥ i 2 (A TCP Port)

5000 2£1E (synology) B2/ H FEa%http port

5001 Af1E(synology) &33BT E B https port

5432 PostgreSQLRYFER& port

7777 fRIRRERRE o

8080 ®= FAFRWEB SERVERHproxy port - HTTP

8443 = HAIRWEB SERVEREproxy port - HTTPS

10443 FortiVPN'® FHport

14665  FBRANZRFANXRIETH

17500 DropBox

21112  Apex Onemlistener - clientln/&58 & 18 Aofcsslagent
39021  PEHHAIBATMIcH

56306  ServiSignZ /&R T - CIEERRBEBRARR  BFRF - RITEMFSNERR
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Host Information TLS Version 1.0 Protocol Detection

P

0S:

Vulnerabilities

Learn Microsoft
94437 - S5L 64-bit Block Size Cipher Suites Supported (SWEET32) https:/fleam micr

42873 - S5L Medium Strength Cipher Suites Supported (SWEET32)

@ Tenable

I < hitps:/iw nable.com » nessus - &

TLS Version 1.0 Protocol Detection

synopsis e remote service encrypts traffic using an older n (Nessus
The remote service encrypts traffic using an older version of TLS.
Description Defense.com

hitps:/Melp.defense.com » articles ; 671... - &

TLS Version 1.0 Protocol Detection (Windows) Vulnerability

ction Vulnerability when detected with a vulnerability scanner

The remote service accepts connections encrypted using TLS 1.0. TLS 1.0 has a number of cryptographic d

and should

these problems, but newer versions of TLS like 1.2 and 1.3 are designed against these flaw

As of March 31, 2020, Endpoints that aren't enabled for TLS 1.2 and higher will no longer function propert

will repc

PCIDSS v3.2 re

that can be verified as not being susceptible to any known ex

uires that TLS 1.0 be disabled entirely by June 30, 2018, except for POS POl terminals (and

Learn Microsoft

hiips:/Nleam microsoft com » g - s
see e Solving the TLS 1.0 Problem, 2nd Edition
solution
Enable support for TLS 1.2 and 1.3. and disable support for TLS 1.0. nchu.edu tw

hitps:/fw
Risk Factor
Medium

CVSS v3.0 Base Score

JACHIPRN/UEN/S:U/CH/:

7k 12
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2 (HF 2] TCP Port)

> # E?lii # fport 1~1023

21 FTP - hmﬁﬁm T ARBEEZER

22 SSH - SFTP(FTP{EFSSHIIZ B#sE - FRLItLEE Eport)

25 SMTP - #HE&iHBE - 158 ‘% mail serverZ &

80 WEB SERVERE®E A - ERMEIE S BE&LM@SSLINE - HTTP

135 RPC - &5 =

139 SMB - @ AREESHAZ XU IIREREZREER - BRWARIFESSamba
BEFRENA

443 WEB SERVERT%"'JEH - BRHEERAL@SSLINZR - HTTPS

445 IhEEElport 139 - B Z W R A
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Version 1.1 Deprecated Protoci

Synopsis

The remote service encrypts traffic using an older version of TLS.

Description

The remote service accepts connections encrypted using TLS 1.1. TLS 1.1 lacks support for current and recommended cipher suites. Ciphers that support
encryption before MAC computation, and authenticated encryption modes such as GCM cannot be used with TLS 1.1

As of March 31, 2020, Endpoints that are not enabled for TLS 1.2 and higher will no longer function properly with major web browsers and major vendors.

See Also

Solution

Enable support for TLS 1.2 and/or 1.3. and disable support for TLS 1.1.

Risk Factor

Medium

CV55 v3.0 Base Score

6.5 (CVS5:3.0/AVIN/ACH/PRIN/ULN/S:U/CH/LL/AIN)

CVSS v2.0 Base Score

6.1 (CVES22AVIN/ACH/AUN/CC/PIAIN)

- Plugin Output

XREF

Plugin Information

Published: 2022/04/04, Modified: 2024/

(cp/14665/wWww

Plugin Output

Tep/14665/mww

TLSw1.1 is enabled and the server supports at least one cipher.




G 78 2] rAr 3N

> 35 3] T10863 - SSL Certificate Information  F 3 > FE3did 3
¥ % tep 14665

10863 - SSL Certificate Information

Synopsis

This plugin displays the SSL certificate.

Description

This plugin connects to every SSL-related port and attempts to extract and dump the X.509 certificate.

Solution

n/a

Risk Factor

None

Plugin Information

Published: 2008/05/19, Modified: 2021/02/03 o

Plugin Output

sz [~ _| Plugin Output

Subject Name:

Country: tcp/14665/www

State/Province: Taiwan
Locality: Taipei
Organization: Digitware System Integration Corporation
Common Name: ClientWorker

Issuer Name:




>ieALE G EFEmp R
"Common Name ; T 3t

Plugin Output

tcp/14665/www

Subject Name:

Common Name: ClientWorker Root CA

Serial Number: 88 91 C@ 7A 25 5C 4E 31 DC
Version: 3

Signature Algorithm: SHA-256 With RSA Encryption

Not Valid Before: Oct 20 ©9:42:39 2017 GMT
Not Valid After: Oct 18 ©9:42:39 2027 GMT

Public Key Info:

Algorithm: RSA Encryption

Key Length: 2048 bits

Public Key: @@ D1 3C 87 ED 1@ 98 6F D9 7B E1 F7 9C
AC 51 FB 53 8A F9 D7 3F A3 A5 6B 58 8B 3C F2 FC 17
Fl1 eC 54 24 AE A5 A9 E1 EB B7 49 3D F3 BA AC 2A BA
19 eD 7E 8B 8F 3F 75 6@ 9B C4 91 F2 61 6C 86 62 4F
A6 FC D5 74 62 A4 @7 78 C1 58 9D E5 79 48 6F F8 33
2A 30 5B 72 F1 61 46 A9 Al AE 4A A2 BB Ag 49 24 15
3A 47 11 7C 61 8B 3E 4A @6 FF 4D FC E3 Al EF EC 81

Country: TW
State/Province: Taiwan
. e
Organization: Digitware System Integration Corporation
Common Name: ClientWorker
Issuer Name:
Country: TW
State/Province: Taiwan
Locality: Taipei
Organization: Digitware System Integration Corporation

11

21
79
43
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85

30
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40

E7 E1 57 34 E1
B8
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Digitware System Integration X

c

23 google.com/search?q

Digitware System Integration Corporation

FERGEARGAMRAT
https:/fwww dsic_com.tw

RGBS ROBRAS
02-2511-1950. 3248, 04-2293-7393. ecare@mail dsic.com tw. W System Integration
Corporation. All Rights Reserved. S8k | BEEH | $HBES.
BT
_ASATNANERREREY - UERSERE  REIEFE
ERBIRER AR LE B RS
ER{LE5EE Customized System ESHLEHRIETEE
B E,
- 1 02-2511-1953 it : 100-003 St P EEEHREE —RSTHENE

AR
EF | FEASNEERER 2 BATSSRATR

mERE
BATELH FEOH FEHAL2BAAMRAT, CUMIMLL .

dsic.com.iw BIEfil{HE E5 »

BEATE

hitps/fwww.twincn.com » item
FRARGESRHARLAT
Digitware System Integration Corporation. fi3= A%, BT ATFFEH, EPmHEEEILE
[NE835%E 1648 ZEaikit 16 F, No. 83, Sec. 4, Wenxin Rd., Beitun ...

BPhmERBRERELE
https ffwww.tcca.org.tw > ..

TREARESROBMRAT

BEEUTASNESER

Q Digitware System Integration Co..
1

>
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s EHEIE IR

v @ FEClientWorker - Google & X

= c 23 google.com/search?q

Google %4 ClienfWorker

REAS

https:/icd nptu_edu tw : app PDF
[ClientWorker] - FireFox=F #1FE AMRRIRIEE
FEANRE BIFHH 1108 511 501 H. = - F%E "EE#S. o ED "EAM). N
HEERRIC\DSIC\ClientWorkensro\ss| 384 » EHrootCa.pm #52 » W

@ TR RGELRHBARLE
https /fwww.dsic.com. tw

TREARESROBMRAT

FEa  SLERFENATAGES | BARAERNAR  BR - CESRSBAR

BABTATRS B
8 L EERE

ClientWorker

o kouhu.gov.tw

htips:/fwww_kouhu_gov.tw » MyView » Download FDF
o = LMy s TE
FREAANAGEATSE

FESRHBMAE. Page2. — - BEASHERFEEFTEREREELS). (—) ... (77)
BT + HFC\DSIC\ClientWorkensrc\ssl B8 » #it " ERER

FRERHEARDARAT

hiips /iwww.dsic.com.iw » introduction

 REERTHRNLNARER | BEAXSESRRARE - AR5 - EEFH
EABTAY  ERAZASENEERE !
: =L ClientWorker

BUREERIERR
https:/fwww pses.ptc edu tw »
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Microsoft Windows [RR4~ 10.0.22631.3880]
(c) Microsoft Corporation. EfFEEFA 1
C:\Users\user>
Q >
Q ? C B=
Q cmdise > 0 LIZREZESE4UT
B BEE=s0s
Q  cmde >
P STEE (B
Q, cmd ipconfig > & gEETR
Q  cmder >
Q_ cmd ping >
Q comdcd >
Q. cmd commands >
Q_ cmd prompt >
2 |a Lt ?235.¢e6é6 .
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wsBRER

Microsoft Windows [fR#4 10.0.22631.3880]
(c) Microsoft Corporation. EfF#FA » HHFEE &R -

C:\Users\user>netstat -ano| o pomex % n
] i FREAREIG >

12 Microsoft Windows [iR4 10.0.22631.3880]
(c) Microsoft Corporation. EfFEFA » WHRE—tI#EF -

C:\Users\user>netstat -ano
FHTES

BE
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

-

@@@@@@@@@@@Q@@@@@%

AR BE
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
ESTABLISHED
.1:49787 ESTABLISHED
.1:149786 ESTABLISHED
.1:49790 ESTABLISHED
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0.
0.
0.
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0.
0.
0.
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e
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iz #ik
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0.0:
0.8:
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>netstat + % #kc

-a FERARP I A EAGEEPEEEEMtcp. udpig, RKEAB MMM REFEZAZE KL
-n SEARAI KR K B I RNEB & (REERIP), RATENEEL, BSHAITHEZTRIRTK

-0 ZEN T A S AEREID(PID)

-D BiEEEAHE, WMtcp. udp. icmp%E, EREESEHEERTEABTE

-3 BERN B MERRETER, JUBE-pFEH, TEEmE2E5H

>t g

netstat —an BERN AR A EAE A P HEEEAtcp. udpig, LUPEE/REIR A& B B9#
netstat —ano BEN RSP T A EE /S8 EHEEEAUtcp. udpid, LUPEE/RFEIR A BRI, 287K

A AERIPID

netstat —anop tcp MWRARMF B EEES P EEIEtcp®, BUPEERFKRER BB, BERFAE
FHrIPID



> &3F 2 35 DITCP 1466538 F
> 35 T ¥ s e A2 ID(PID)

] @A

Microsoft Windows [REZ4 10.0.22631.32880]
(c) Microsoft Corporation. EF#EF A » WHEE—tIEF -

C:\Users\user>netstat -ano
FHYES

TCP
TCP
TCP
TCP
TrD
TCP
[y
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

-
==

EBBGGGBEGEBEBGGGBDEGE&FF

ik A&
LISTENING
LISTENING
LISTENING
LISTENING

I TETFNTHNG
LISTENING
LLd>IENLNG
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
.1:49875 ESTABLISHED
.1:49787 ESTABLISHED
.1:19786 ESTABLISHED
.1:49790 ESTABLISHED

*
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.
.
[~
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.
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.
.
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]

=
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0
¢
¢
[a}
0
o
0
0
0
0
0
0
¢
.0
127
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9.
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2}
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-
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.0
.0
.0
.0
.0
.0
.0
.0
.0
.0
.0
.0
.0
.0

D 20000000000 DO M
DO 000D OO OC O DOOD® DI

DO 000000 OC O DPODODODO
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EX 7w e v 0B ‘?Fﬁ/éi ha

b THEEES A BAEEESNEERSEE - BEREES.
EWEE Fo siasTiE
| - 6%  50% 0% 0%
2E E CPU Ench BE i
EEER(3)
D 5 2 Windows BEREE 0% 823MB  OMBAY?  OMbps
B3 > b THFEER 3.1% 59.2 MB 0 MB/ED 0 Mbps
> o EEE3) 0% 151 MB 0 MB/E 0 Mbps
0g
(w)
BEEERE (57)
= Application Frame Host 0% 49 MB 0 MB/ED 0 Mbps
G E BOTADPT_ Windows.exe (32 ... 0% 25MB 0 MB/ED 0 Mbps
E BOTFXMLSeniSignivonitor... 0% 24 MB 0 MB/ED 0 Mbps
& BOTSeniSign\Worker.exe (3 0% 17 MB 0 MB/ED 0 Mbps
COM Surrogate 0% 27MB 0 MB/3FD 0 Mbps
Iﬁggg‘ COM Surrogate 0% 0.7 MB 0 MB/ED 0 Mbps
> COM Surrogate 0% 26 MB 0 MB/ED 0 Mbps
CTFEAER 0% 8.6 MB 0 MB/E 0 Mbps
@ Ifﬁyu%i Device Association Framewo... 0% 27 MB 0 MB/FD 0 Mbps
b Drapbox (7) 0% 3598MB 0 MB/30 0 Mbps
> Dropbox Service 0% 21MB 0 MB/ED 0 Mbps
B Dropbox Update (32 f175) 0% 07MB  OMBA?  OMbps
B Dropbox Update (32 fi175) 0% 11MB O MB/ED 0 Mbps
> Manages the Trend Micro u... 2.8% 84.8 MB 0 MB/ED 0 Mbps
Microsoft (R) Aggregator H... 0% 14 MB 0 MB/E 0 Mbps
> @ Microsoft Edge (10) 5o 0% 1364MB  OMB/E  0Mbps
> 1) Microsoft Office Click-to-Ru 0% 264MB  OMB/E®  OMbps
8 Microsoft Windows Search F... 0% 1.3 MB 0 MB/3FD 0 Mbps
8 Microsoft Windows Search P... 0% 21 MB 0 MB/ED 0 Mbps
> 8 Microsoft Windows Search 0% 154 MB 0 MB/ED 0 Mbps
@ > s Microsoft SE S BEHEE 0% 20MB 0 MB/E 0 Mbps
g% ZME  ONEE  ONig




#PID& 35 ¥

> o ds] TEm TR T4

TrEEs QO BARSSNEEFER  EEEL. - oo
= SR fo ans&Te R
P ZE - PID HE EASEE U TEEE. RE 1
[@AggregatorHostexe 5000  EHiITF SYSTEM 00 1420K x64 Microsoft (R) Aggregator Host
@ ApplicationFrameH... 11072 = user oo 4902K x64 Application Frame Host
[ audiodg.exe 8216 AP LOCALSE.. 00 3700K x4 Windows Audio Device Graph Isolation
oD @ backgroundTaskH... 7744 E&E#F user oo 0K xbd Background Task Host
EBOTADPTﬁWindDW... 11836 HOFP user [ 2504 K =86 BOTADPT Windows.exe
o BBOTRMLSeniSign.. 11672 #F® user 00 2372K 86 BOTEXMLSeniSignionitor exe
ElBOTSenviSignWork.. 11716 #F2 user 00 1,724K %86 BOTSenviSign\Worker.exe
8‘5 BN crnd.exe 11084 :|TF user 00 1,512K x84 Windows £ S EEED
[ CNTAGSMgr.exe 7840  HMTF SYSTEM oo 830K xB6 Trend Micro Apex One Client Plug-in Servi
B conhost.exe 4516 TP SYSTEM oo 45616K xB4 EERREER
B conhost.exe 7328 #AT SYSTEM 00 4616 K x64 THESETE
&8 conhast exe 13612 HiTF user 0o 4704 K xB4 TELREIE
{3 B conhost.exe 4572 BaF SYSTEM oo 4928K x64 TEEREZR
B conhost.exe 10552 #TF user 00 692K x64 THESETE
csrss.exe B72  ATF SYSTEM oo 1,028 K 64 AFERARENTEREEER
[ csrss.exe 768 TT SYSTEM () 1,164K 64 AFEARENTEREEER
[l ctfmon exe 10602 HTP user 00 8832K x64 CTFEAES
dasHost.exe 5468  HTF LOCALSE.. 00 2,748 K xbd Device Association Framework Provider Host
[ DbxSvc.exe 2016 :|a=F SYSTEM 00 2124 K x84 Dropbox Senvice
[ dllhost exe 4420 ATF SYSTEM ("] 2,604 K x64 COM Surrogate
dllhost.exe 9532 ®TF user 00 2,732K xB4 COM Surrogate
[ dllhost.exe 10360 WiTF user oo TOOK x4 COM Surrogate
Dropbox.exe 3768 MITF user oo 290,928 K  xB4 Dropbox
Eloropboxexe 8212 ®MIO¥F user oo 1,756 K xbd Dropbox
Dropbox.exe 9756 AP user oo 2,092K x4 Dropbox
Eloropboxexe 9528 ATF user oo 12,364 K xB4 Dropbox
ElDropboxexe 8516 RT¥F user (] 3,672K xbd Dropbox
B oropbox exe 13588 TP user ] 33,106 K B4 Dropbox
Dropbox.exe 14264 #ITE user oo 24196 K xb4 Dropbox
DropboxCrsshHan . 7148 WMAP SYSTEM oo 624K x86 Dropbox Update
DropboxUpdateexe 4416  #TF SYSTEM ] 912K x86 Dropbox Update
W dsicnade.exe 13592 #|AOP user oo 16,528K x86 Mode,js: Server-side JavaScript
[ dwm.exe 1176 #|OF DWM-1 oo 107,368 K x64 SEREEESR
= explorer exe 6304 EITP user oo 77976 K xB64 Windows EE=8E
@ fontdrvhost.exe 596  WOF UMFD-0 oo 1,680K x64 Usermode Font Driver Host
[ fontdrvhost.exe 600 0T UMFD-1 oo 2,38BK xB64 Usermode Font Driver Host
[l LogServer exe 4496 I SYSTEM oo 7580K xB86 Trend Micra Common Client Log Service
[ Isass.exe 920 TT SYSTEM (] 784K xbd Local Security Authority Process
MoUsoCoreWorker.. 9244  HT$ SYSTEM ) 17,524 K =64 MolJSO Core Worker Process
o msdtcexe 5368 HMTF NETWOR.. 00 2004K xB4 Microsoft 2HE AR RREBERE
2 @msedgeexe 12808 :|iTF user o0 37,776K x64 Microsoft Edge
12805 SiiSc yeer i) Liok il diciosof Bl




BLEPIDHE i~ > k¥kF d ] Il AR

IrEEs W \EESNEEEEE  EEES. -oBox
= SHER Fo sniTsiTie EES
e E=1:3 EHAEEE (PU TEEE. RE Ejas

CEE+5-- SYSTEM 00 0K EEEEFUESEREREES
[ xAEEEERR 0 TP SYSTEM 9g 8K EERNEESRES L

System 4 TP SYSTEM or 20K ntoskml.exe
D) MRegistry 104 B}EF SYSTEM 00 2168 K 64 NT Kernel & System

W smss.exe 524 TP SYSTEM oo 96K xBd smss.exe
3 @ msedge.exe 560 TP user oo 1,552K x4 Microsoft Edge

[l suchost.exe 384 #0IF SYSTEM 00 10,804 K xbd Windows Services WEREEER
el [ fontdrvhost.exe 596 AaP UMFD-0 00 280K w64 Usermode Font Driver Host

[ fontdrvhost.exe 600 TP UMFD-1 ("] 1,236 K x64 Usermade Fant Driver Host

| = [ csrss.exe 572  ;FEEF SYSTEM 00 840K xB4 BFERBESENTREEEER

[ wininit.exe 748 nax SYSTEM [ 320K =64 wininit.exe

csrss.exe 768 TP SYSTEM 00 3,38BK  xB4 RAFEAEBATRESEES
G M winlogon.exe 852 TP SYSTEM oo 388K xbd winlogon.exe

[Wservices.exe 876 TP SYSTEM oo 3,016 K =64 REERSRIEERES

lsass exe 920 #TP SYSTEM oo 6,096 K x64 lsass exe

[ swchost.exe 1060 #TF MNETWOR... [+}s] 6,684K x64 Windows Services FIEREEER

[ svchost exe 1108 #iTF SYSTEM 00 1,248K x64 Windows Services HEBEBEER

& msedgewsbview2... 1136 #TF user o0 868K xB4 WebView2: NI

[l dwm.exe 1176 :TF DWM-1 00 40776 K =64 dwm.exe

@ svchost exe 1328 #MOF LOCAL SE 00 332K x64 Windows Services HEBEBEER

[ suchost.exe 1336 }|TF LOCALSE.. 00 928K xBd Windows Services HEREEER

[W]svchost.exe 1440 HTP LOCAL SE... oo 2,008K x64 ‘Windows Services I ETHEEER

i suchost exe 1472 BiTE SYSTEM 00 S0BK xB4 Windows Services HEBEEER

[ swchost.exe 1480 #aT LOCAL SE... [+}s] 1,156 K x64 Windows Services FIEREEER

[W]svchost.exe 1520 #®OP MNETWOR... oo 270BK x64 ‘Windows Services I ETHEEER

B WmiPrSE.exe 1624  HAF METWOR... 0o 1,272K  xBbd WMI Provider Host

[ swchost.exe 1632 HaF SYSTEM oo 302K =x64 Windows Services FIEREEER

[ svchost exe 1652  HMAOF LOCAL SE 00 380K xB64 Windows Services HEBEBEER

[ suchost.exe 1680 MTF LOCALSE.. 00 1,420 K  x6d Windows Services HEREEER

[svchost.exe 1892 #EF LOCAL SE... [ 372K =64 Windows Services IEBEEER

i suchost exe 1832 HTF SYSTEM 00 872K xB4 Windows Services HEBEEER

[ suchost.exe 1840 MTF METWOR.. 00 1,932K xbd Windows Services HEREEER

[W]svchost.exe 1848  #TF LOCAL SE... oo 8,720K x64 ‘Windows Services I ETHEEER

i suchost exe 1908 HITF SYSTEM 00 816K xB4 Windows Services HEBEEER

[ swchost.exe 1920 #aF LOCAL SE... [+}s] 1,872K =64 Windows Services FIEREEER

[m]svchost.exe 1928 #O% SYSTEM oo 1,264 K x64 ‘Windows Services IEHEEER

[l suchost.exe 1944 }|TF SYSTEM 00 380K xBd Windows Services WEREEER

DbxSvc.exe 2016 HAOF SYSTEM [ 672K x64 DhbxSve.exe

[ svchost exe 2084 MTF LOCAL SE 00 1,124 K x64 Windows Services HEBEBEER

Lo SnippingTool.exe 2108 RATF user oo 11,430K xbd SnippingTool.exe
£ m@lsvchostexe 2156 O SYSTEM 00 420K =G4 Wmdows Senvices IEHEEER

e PP oo
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[ \wWidgetService exe 9360  ETT user oo 2400K xB4 WidgetService exe
[E] TmCCSFexe 9400 HTP SYSTEM oo 6,312K x84 TmCCSFexe

[ svchost.exe 9420 =TT SYSTEM oo 372K x64 Windows Services FITBEEERR
@ Dropbox.exe 9528 FTE user oo 2320K xB4 Dropbox

dilhost.exe 9532 :|IF user oo 2448K x84 COM Surrogate
e Cropbox.exe 97356 TWiTH user oo 668K x64 Dropbox

@ msedgeexe 9896  FITE user oo 732K xB4 Microsoft Edge
&g EEsvchostexe 9912 AFF user 00 364K x64 Windows Services (I BEERE

€ msedge.exe 10088 =T+ user oo 2172K  xB4 Microsoft Edge
.— [@dlihostexe 10360 :TF user 00 TAOK  x64 COM Surrogate
o UserOOBEBroker.exe 10540 T3 user oo 544K x64 UserOOBEBroker.exe

B8 conhost.exe 10552 #:aT user 00 634K x84 TEHESEETE
{S ctfmon.exe 10692 =TF user 00 4404 K x64 ctfmon exe

[ svchost.exe 11028 #GTF user oo 916K  xB4 Windows Services I REERE

[ ApplicationFrameH... 11072 #5F user oo 1.212K =64 ApplicationFrameHost.exe

&8 cnd exe 11084 ZTP user oo 1,504 K xB64 Windows S5 EEER

[ svchost.exe 11136 ATP SYSTEM 00 1,148K xB4 Windows Services I REERE

[ TextinputHost.exe 11336 =|iT= user oo 6,532K =64 TextinputHost.exe

ElsoTRMLSenisign.. 11672 :a= user 00 1284K x85 BOTPXMLSenviSignMonitar.exe

Els0oTsenisignwark.. 11716 #iF® user 00 960K x86 BOTSeniSignWorker.exe

[ svchost.exe 11744 ATP SYSTEM oo TABK  xb4 Windows Services T HEERE

E SystemSettings.exe 11812 E&EfF user oo 0K x84 BT

E80TADPT Window... 11836 T user 00 1,104K x86 BOTADPT Windows.exe

[ ShellExperienceHo... 11832 2EF user oo 0K x64 ShellExperienceHost.exe

RuntimeBrokerexe 12012 #F3 user 00 2720K x64 Runtime Broker

€ msedgeexe 12224 #TP user oo 31,960K xb4 Microsoft Edge

@PchTMon.exe 12336 ATP user oo 1,936K x64 Trend Micro Security Agent Monitor

W] svchost exe 12480 T|ITH SYSTEM 00 BA0K xB4 Windows Services X B EERE

@ msedgeexe 12696 HTP user oo TA4K xB4 Microsoft Edge

[ svchost.exe 12748 T+ SYSTEM o0 868K x84 Windows Services IEREEEE

& msedgewebview? . 12796 HTF user ] 2464K  x64 Microsoft Edge Web\View2

@ msedgeexe 12808 HTP user oo 20,448K xB4 Microsoft Edge

RuntimeBrokerexe 12056 29T user o0 884K x64 Funtime Broker

W] svchost exs 13068 TP LOCAL SE 00 2,300K x64 Windows Services S1 T EEEE

@ msedgeexe 13308 TP user oo 4284K xB4 Microsoft Edge

= PELT T aa o2 ooy " o
Em dsicnode.exe 13592 @O+ user oo 544K  xB86 dsicnode.exe 1 |
" T = iy T e

emsedga exe 13040 FiT= user oo 1,756 K x64 Microsoft Edge

EW]RuntimeBroker.exe 13952 #TF user ) 1,112K x84 Runtime Broker
= Dropbox.exe 14284 FTE user oo 3,372K xB4 Dropbox
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[@widgetServiceexe 9360 ETT user oo 2,380K xbd WidgetService.exe

[E] TmCCSF exe 9400 HTP SYSTEM 00 2,100K w64 TmCCSFexe

[®@svchost.exe 9420 TP SYSTEM ] 372K x4 Windows Services I REEEE

EDropbox.exe 9528 HiTH user oo 2320K x4 Dropbox

dllhost.exe 9532 #|TP user o0 2448 K w64 COM Surrogate

EdDropbox.exe 9756 HTF user oo BEE K xBd Dropbox

@ msedge exe 9836 HTP user oo 7328 K B4 Microsoft Edge

[@svchost.exe 9912 HTF user 00 364K x64 Windows Services (IEHEEEE

@ msedgeexe 10088 TP user oo 2172K xB4 Microsoft Edge

dllhost.exe 10360 ;TP user 00 TADK =64 COM Surrogate

[@]UserO0BEBroker.exe 10540 ETF user oo S44K xB4 UserOOBEBroker.exe

[EH conhost.exe 10352 =T user 00 634K x64 THEEETE

[ ctfmon.exe 10692 =:T=F user 00 4,388K xbd ctfmon.exe

[ svchost exe 11028 ;TP user oo 916K xB4 Windows Services fE#EEEE

[®]ApplicationFrameH... 11072 #:T= user ] 1,224 K x64 ApplicationFrameHost.exe

Bl cnd.exe 11084 TP user 00 1,504 K x64 Windows S5 EEES

[ svchost.exe 11136 #|TF EYETEM 00 1,108 K x6d Windows Services FIEBEEER

[@TextinputHostexe 11338 T user 00 6528K xb64 TextinputHost.exe

BOTFXMLServiSign... 11672 HiTF user o0 1,284 K =B6 BOTFXMLSenviSignionitor.exe

ElBOTSeniSignWork.. 11716 =TS user 00 960K x86 BOTSenviSignWorker.exe

[ svchost.exe BETHEE o0 T48K w64 Windows Services HEBEEEE

5] systemSettings.ex c=sEssEEEsm 00 0K x64 BE

EBOTADPT_Wmdm EEEEREE) 00 1,104 K =86 BOTADPT Windows.exe

ShellExperienceHe . - o0 0K x64 ShellExperienceHost.exe

[ RuntimeBroker.ex: HEER (M) 00 2704K xbd Runtime Broker

@ msedge exe LEELEEP > o0 31,960K x64 Microsoft Edge

@P:cNTMun.exa a=mER 00 1496 K x64 Trend Micro Security Agent Manitor

[ svchost.exe oo 640K x64 Windows Services WEBEEER

€ msedgeexe AFMESHERA) 00 T44K =64 Microsoft Edge

[ svchost.exe UAC &8V 00 868 K xBd Windows Services IR EEEE

S msedgewebview2 EUTEBENEEQ) o0 2472K 64 Microsoft Edge WebView2

@ msedgeexe 00 20448K xbd Microsoft Edge

[ RuntimeBroker.ext 00 872K x64 Runtime Broker

[ svchost.exe = ==(N 00 2,328K x4 Windows Services FITBEEER

@ msedgeexe HER) oo 4248 K x64 Microsoft Edge

Eoropbox.exe EERIE(S) 00 23440K x64 Drophbox

D deenode o aaaze s T —= 00 SIAK X8 deicnode.axe

[Ef conhost exe 13612 T user 00 316K x64 TEEEEIE

€ msedgeexe 13940 H|T= user oo 1,756 K xb4 Microsoft Edge

RuntimeBrokerexe 13852 #T% user o0 1,124 K =64 Runtime Broker

EDropboxexe 14264 ;TP user 00 3,372K =64 Drophox
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11157 - Trojan Horse Detection
> %5 "plugin output ; » 5 FJid 3 5 tep 17500

24102-re1

c O=x

0s: Microsoft Windows 10 Pro

Vulnerabilities

jjan Horse Detection

Synopsis

The remote host might be infected by a Trojan / worm / malware.

Description

An unknown service was found running on this port. Trojan Horses and other malware may sometimes open these ports to allow remote access to the machine,
Ensure that this port is intended to be open and controlled by legitimate saftware installed by the administrator.

Solution

If 2 Trojan Horse is found running, it is highly recommended that the operating system be reinstzlled to ensure remaoval.

Risk Factor

Medium

Plugin Output

Plugin Information

Published: 2002/11/15, Modified: 2022/04/11

Plugin Qutput

tcp/17500

An unknown service is running on this port.
It is sometimes opened by this/these Trojan horse(s):
CrazzyNet

Unless you know for sure what service is behind it, you should
confirm this is intended to be running

*** Don't panic, Nessus only found an open port. It may
*#* have been dynamically allocated to some service (e.g. RPC)

Synopsis

It was possible to enumerate CPE names that matched on the remote system.

Description

By using information obtained from a Nessus scan, this plugin reports CPE (Commeon Platform Enumeration) matches for various hardware and software products
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Microsoft Windows [RR % 10.0.22631.3880]
(c) Microsoft Corporation. EZfFEFIA ' I

C:\Users\user>

Q >
Q ? C B=
Q cmdise > 0 LIZREZESE4UT
B BEE=s0s
Q  cmde >
P STEE (B
Q, cmd ipconfig > £ aEETES
Q  cmder >
Q_ cmd ping >
Q comdcd >
Q. cmd commands >
Q_ cmd prompt >
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Microsoft Windows [fR#4 10.0.22631.3880]
(c) Microsoft Corporation. EfF#FA » HHFEE &R -

C:\Users\user>netstat -ano| o pomex % n
] i FREAREIG >

Zl Microsoft Windows [ARi 4 10.0.22631.3880]
(c) Microsoft Corporation. EfFEFA » WHRE—tI#EF -

C:\Users\user>netstat -ano
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> 4% 4 45 2|TCP 175
> 15 7%t & 5P 1D 5 7[PID5 3768

] @A

Microsoft Windows [REZ4 10.0.22631.32880]

C:\Users\user>netstat -ano
FHYES
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.1:49875 ESTABLISHED
.1:49787 ESTABLISHED
.1:19786 ESTABLISHED
.1:49790 ESTABLISHED
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> M Windows SREE

> b TFEES

> o EREEG)

HEEEEF (57)

Application Frame Host

i

B BOTADPT_Windows.exe (32.

BOTFXMLSenviSignMonitor....
] BOTSeniSignworker.exe (3
COM Surrogate
COM Surrogate

> COM Surrogate
CTFE AR
Device Association Framewo...

» Drapbox (7)

> Dropbox Service
H Dropbox Update (32 {I71)
B Dropbox Update (32 171)

> Manages the Trend Micro u..
Microsoft (R) Aggregator H...

> @ Microsoft Edge (10)

> ] Microsoft Office Click-to-Ru
& Microsoft Windows Search F.

8 Microsoft Windows Search P...

> = Microsoft Windows Search

> @ Microsoft #EEHEERE.

6%
CPU

3.1%

B agsTie O

50% 0% 0%

823 MB 0 MB/E 0 Mbps
59.2 MB 0 MB/ZD 0 Mbps

15.1 MB 0 MB/ED 0 Mbps

49 MB 0 MB/ED 0 Mbps
25 MB 0 ME/F0 0 Mbps
24 MB 0 MB/#D 0 Mbps
1.7 MB 0 MB/ED 0 Mbps
27 MB 0 MB/E 0 Mbps
0.7 MB 0 MB/ZD 0 Mbps
26 MB 0 MB/ED 0 Mbps
8.6 MB 0 MB/E 0 Mbps
27 MB 0 ME/FD 0 Mbps
359.8 MB 0 MB/ED 0 Mbps
21MB 0 MB/E2 0 Mbps
0.7 MB 0 ME/FD 0 Mbps
1.1 MB 0 MB/ED 0 Mbps
84.8 MB 0 MB/E2 0 Mbps
14 MB 0 ME/F 0 Mbps
136.4 MB 0 MB/ED 0 Mbps
26.4 MB 0 MB/ED 0 Mbps
1.3 MB 0 MB/E 0 Mbps
21MB 0 MB/#D 0 Mbps
154 MB 0 MB/ED 0 Mbps

2.0 MB 0 MB/E 0 Mbps
ALLlE QN 0N
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> o ds] TEm TR T4

TrEEs QO BARSSNEEFER  EEEL. - oo
= SR fo ans&Te R
P ZE - PID HE EASEE U TEEE. RE 1
[@AggregatorHostexe 5000  EHiITF SYSTEM 00 1420K x64 Microsoft (R) Aggregator Host
@ ApplicationFrameH... 11072 = user oo 4902K x64 Application Frame Host
[ audiodg.exe 8216 AP LOCALSE.. 00 3700K x4 Windows Audio Device Graph Isolation
oD @ backgroundTaskH... 7744 E&E#F user oo 0K xbd Background Task Host
EBOTADPTﬁWindDW... 11836 HOFP user [ 2504 K =86 BOTADPT Windows.exe
o BBOTRMLSeniSign.. 11672 #F® user 00 2372K 86 BOTEXMLSeniSignionitor exe
ElBOTSenviSignWork.. 11716 #F2 user 00 1,724K %86 BOTSenviSign\Worker.exe
8‘5 BN crnd.exe 11084 :|TF user 00 1,512K x84 Windows £ S EEED
[ CNTAGSMgr.exe 7840  HMTF SYSTEM oo 830K xB6 Trend Micro Apex One Client Plug-in Servi
B conhost.exe 4516 TP SYSTEM oo 45616K xB4 EERREER
B conhost.exe 7328 #AT SYSTEM 00 4616 K x64 THESETE
&8 conhast exe 13612 HiTF user 0o 4704 K xB4 TELREIE
{3 B conhost.exe 4572 BaF SYSTEM oo 4928K x64 TEEREZR
B conhost.exe 10552 #TF user 00 692K x64 THESETE
csrss.exe B72  ATF SYSTEM oo 1,028 K 64 AFERARENTEREEER
[ csrss.exe 768 TT SYSTEM () 1,164K 64 AFEARENTEREEER
[l ctfmon exe 10602 HTP user 00 8832K x64 CTFEAES
dasHost.exe 5468  HTF LOCALSE.. 00 2,748 K xbd Device Association Framework Provider Host
[ DbxSvc.exe 2016 :|a=F SYSTEM 00 2124 K x84 Dropbox Senvice
[ dllhost exe 4420 ATF SYSTEM ("] 2,604 K x64 COM Surrogate
dllhost.exe 9532 ®TF user 00 2,732K xB4 COM Surrogate
[ dllhost.exe 10360 WiTF user oo TOOK x4 COM Surrogate
Dropbox.exe 3768 MITF user oo 290,928 K  xB4 Dropbox
Eloropboxexe 8212 ®MIO¥F user oo 1,756 K xbd Dropbox
Dropbox.exe 9756 AP user oo 2,092K x4 Dropbox
Eloropboxexe 9528 ATF user oo 12,364 K xB4 Dropbox
ElDropboxexe 8516 RT¥F user (] 3,672K xbd Dropbox
B oropbox exe 13588 TP user ] 33,106 K B4 Dropbox
Dropbox.exe 14264 #ITE user oo 24196 K xb4 Dropbox
DropboxCrsshHan . 7148 WMAP SYSTEM oo 624K x86 Dropbox Update
DropboxUpdateexe 4416  #TF SYSTEM ] 912K x86 Dropbox Update
W dsicnade.exe 13592 #|AOP user oo 16,528K x86 Mode,js: Server-side JavaScript
[ dwm.exe 1176 #|OF DWM-1 oo 107,368 K x64 SEREEESR
= explorer exe 6304 EITP user oo 77976 K xB64 Windows EE=8E
@ fontdrvhost.exe 596  WOF UMFD-0 oo 1,680K x64 Usermode Font Driver Host
[ fontdrvhost.exe 600 0T UMFD-1 oo 2,38BK xB64 Usermode Font Driver Host
[l LogServer exe 4496 I SYSTEM oo 7580K xB86 Trend Micra Common Client Log Service
[ Isass.exe 920 TT SYSTEM (] 784K xbd Local Security Authority Process
MoUsoCoreWorker.. 9244  HT$ SYSTEM ) 17,524 K =64 MolJSO Core Worker Process
o msdtcexe 5368 HMTF NETWOR.. 00 2004K xB4 Microsoft 2HE AR RREBERE
2 @msedgeexe 12808 :|iTF user o0 37,776K x64 Microsoft Edge
12805 SiiSc yeer i) Liok il diciosof Bl




ZPID & 45 ¢
> 35 FIPIDE 3768 ehdy 748 5

TrEEs QO BARSSNEEFER  EEEL. - oo
= SR fo ans&Te R
P ZE - PID HE EASEE U TEEE. RE 1
[@AggregatorHostexe 5000  EHiITF SYSTEM 00 1420K x64 Microsoft (R) Aggregator Host
@ ApplicationFrameH... 11072 = user oo 4902K x64 Application Frame Host
[ audiodg.exe 8216 AP LOCALSE.. 00 3700K x4 Windows Audio Device Graph Isolation
oD @ backgroundTaskH... 7744 E&E#F user oo 0K xbd Background Task Host
EBOTADPTﬁWindDW... 11836 HOFP user [ 2504 K =86 BOTADPT Windows.exe
. ElBOTRMMLSeniSign.. 11672 #FS user 00 2372K 86 BOTFXMLSenviSignMonitor exe
ElBOTSenviSignWork.. 11716 #F2 user 00 1,724K %86 BOTSenviSign\Worker.exe
8‘5 BN crnd.exe 11084 :|TF user 00 1,512K x84 Windows £ S EEED
[ CNTAGSMgr.exe 7840  HMTF SYSTEM oo 830K xB6 Trend Micro Apex One Client Plug-in Servi
B conhost.exe 4516 TP SYSTEM oo 45616K xB4 IERRETH
B conhost.exe 7328 #AT SYSTEM 00 4616 K x64 THESETE
&8 conhast exe 13612 HiTF user 0o 4704 K xB4 TELREIE
{3 B conhost.exe 4572 BaF SYSTEM oo 4928K x64 TEEREZR
B conhost.exe 10552 #TF user 00 692K x64 THESETE
csrss.exe B72  ATF SYSTEM oo 1,028 K 64 AFERARENTEREEER
[ csrss.exe 768 TT SYSTEM () 1,164K 64 AFEARENTEREEER
[l ctfmon exe 10602 HTP user 00 8832K x64 CTFEAES
dasHost.exe 5468  HTF LOCALSE.. 00 2,748 K xbd Device Association Framework Provider Host
[ DbxSvc.exe 2016 :|a=F SYSTEM 00 2124 K x84 Dropbox Senvice
[ dllhost exe 4420 ATF SYSTEM ("] 2,604 K x64 COM Surrogate
dllhost.exe 9532 ®TF user 00 2,732K xB4 COM Surrogate
- el - e e
Dropbox exe 3768 HITF user oo 290,928 K xB4 Dropbox I
ropbox.exe 8212 M:P us; oo 1,736 K h ropbox
Dropbox.exe 9756 AP user oo 2,092K x4 Dropbox
Eloropboxexe 9528 ATF user oo 12,364 K xB4 Dropbox
ElDropboxexe 8516 RT¥F user (] 3,672K xbd Dropbox
B oropbox exe 13588 TP user ] 33,106 K B4 Dropbox
Dropbox.exe 14264 #ITE user oo 24196 K xb4 Dropbox
DropboxCrsshHan . 7148 WMAP SYSTEM oo 624K x86 Dropbox Update
DropboxUpdateexe 4416  #TF SYSTEM ] 912K x86 Dropbox Update
W dsicnade.exe 13592 #|AOP user oo 16,528K x86 Mode,js: Server-side JavaScript
[ dwm.exe 1176 #|OF DWM-1 oo 107,368 K x64 SEREEESR
= explorer exe 6304 EITP user oo 77976 K xB64 Windows EE=8E
@ fontdrvhost.exe 596  WOF UMFD-0 oo 1,680K x64 Usermode Font Driver Host
[ fontdrvhost.exe 600 0T UMFD-1 oo 2,38BK xB64 Usermode Font Driver Host
[l LogServer exe 4496 I SYSTEM oo 7580K xB86 Trend Micra Common Client Log Service
[ Isass.exe 920 TT SYSTEM (] 784K xbd Local Security Authority Process
MoUsoCoreWorker.. 9244  HT$ SYSTEM ) 17,524 K =64 MolJSO Core Worker Process
o msdtcexe 5368 HMTF NETWOR.. 00 2004K xB4 Microsoft 2HE AR RREBERE
2 @msedgeexe 12808 :|iTF user o0 37,776K x64 Microsoft Edge
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[@AggregatorHostexe 5000  EiTF SYSTEM ] 1452K x64 Microsoft (R) Aggregator Host
[@ApplicationFrameH... 11072 #TF user oo 4972K xbd Application Frame Host

[ backgroundTaskH... 11632 T&Ef&F user oo 1352 K x84 Background Task Host
oD [@backgroundTaskH... 7744 E&E& user oo 0K xbd Background Task Host

BOTADPT Window... 11838 =:iT= user (o] 2402 K xB6 BOTADPT_Windows.exe
o [BIBOTRMLSeniSign.. 11672 2/ user 00 2368K 86 BOTFXMLSeniSignMonitor exe

EleoTsenisignwork.. 11716 =iTE user 00 1,708K x86 BOTSenviSignWorker.exe
=) Bl cmd.exe 11084 =TS user oo 1,504 K x64 Windows &S EEE

[ CNTA0SMgr.exe 7840 HITE SYSTEM oo 872K xBB Trend Micro Apex One Client Plug-in Servi...

I = Bl conhost.exe 4516  #:TF SYSTEM oo 4,608 K x64 TESEETE

Bl conhost.exe 7328 HiTP SYSTEM oo 4608K x64 TESEEIE

B conhost.exe 13612 T user oo 4,696 K xbd TESRETE
a Bl conhost.exe 4572 HITS SYSTEM 00 4924K x84 THEZSEETE

Bl conhost.exe 10552 =}iT= user (o] 684K xB4 TELSEEIE

[ csrss.exe 672 ;!iTE SYSTEM o0 1,032K x64 AFEEARENTEREEER

csrss.exe 768 MTF SYSTEM oo 1,160K  x64 AFERRENTEREERSE

] ctiman.exe 10692 #|MITF user oo 8520 K xb4 CTFEAER

[ dasHost.exe 5468  E=TT LOCAL SE... oo 2,748 K x64 Device Association Framework Provider Host

[ DbxSve.exe 2016 HITP SYSTEM 0o 2,124 K =64 Dropbox Service

dllhost.exe 4420  HTE EYETEM (o] 23596 K x6d COM Surrogate

dllhost exe 9532 HiTP user oo 2708K =64 COM Surrogate

[®]dllhostexe 10360 :|iT= user oo 72K x4 COM Surrogate

E Dropbox.exe P ——— 00 290,684 K x64 Dropbox

ElDropboxexe BELIFE o] 1,748 K xb4 Dropbox

Dropbox exe ZREEEEEREEM oo 2084 K x64 Drophbox

Bl oropboxexe EESEEEE) 00 12,364 K xB64 Dropbox

Dropbox.exe 00 3604 K x6d Dropbox

B oropbarxexe REEFM) oo 32948K x64 Drophox

Dropbox.exe RERTEFP) > 00 24196 K x64 Dropbox

DropboxCrashHan.. REZRAER oo 624K =86 Dropbox Update

B DropboxUpdate. ex 00 752K x86 Dropbox Update

) dsicnode.exe ARSEREW 00 16,528 K =86 Node.js: Server-side JavaScript

] dhwm exe UAC ZEM) 00 107.888K x64 SESEEEE

= explorer.exe B ERENERC 0o 80,160 K xB4 Windows BREE

[ fontdrvhost exe 00 1,680K x6d Usermaode Font Driver Host

[@fontdrvhost exe ) 2,588 K xB4 Usermaode Font Driver Host

[ LogServer.exe %LEE(N) oo 7.508K xB6 Trend Micra Commeon Client Log Service

[E]lsass.exe AER) o0 7,602K x64 Local Security Authority Process

[ MoUsoCoreWWorker BERHEES) 00 17,684 K x84 MalUSO Core Warker Process

(§= msdtc.exe 5368 HTF NETWOR. 5] 2004 K =64 Microsoft 2T R IERERE
2 @ msedgeexs 12224 ;MF= user 00 41,384K x64 Microsoft Edge
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DropbaxExt. 75.0.dll 2024/7/9 FEOT02 EEEIER
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» Apache ~ Tomcat ~ OpenSSL ~ MariaDB ~ Mysql ~ PHP:----- kA
v 153583 - Apache < 2.4.49 Multiple Vulnerabilities
v 161948 - Apache 2.4.x < 2.4.54 Multiple Vulnerabilities
v 48255 - Apache Tomcat 6.0 < 6.0.28 Multiple Vulnerabilities
v 160480 - OpenSSL 1.0.2 < 1.0. 2ze Vulnerability
v 164027 - MariaDB 10.8.0 < 10.8.4 Multiple Vulnerabilities

VO AT E B3 BT

> 4 B ek W w8
v' DLink DIR-859 < 1.07B03 Information Disclosure
v' DLink DIR-859 1.05 & 1.06B01 Multiple Vulnerabilities (RCE)
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94437 - SSL 64-bit Block Size Cipher Suites Supported (SWEET32)
42873 - SSL Medium Strength Cipher Suites Supported (SWEET32)
104743 - TLS Version 1.0 Protocol Detection

157288 — TLS Version 1.1 Deprecated Protocol
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Schannel# = % >3 i » @ % 3u¥f K «9TLS protocal # SSL ciphers suite¥ it

§OECT AT R AR A

v 12 Windows 10 & %c% Apex One B # #ic#8 % 6] » Apex One @432 TLS 1.2 & 12 F AR A e 2
v TR * AES-128 ~ AES-256 & { r“'sﬁé’}_]“}'rﬁ%c BoF B JE o RAm o d » Windows 10 =
Schannel Fgzkx* TLS 1.0~TLS 1.1 t»% % 3DES +4c % % 2 » X1 E % PI1& T Apex One
7 & 08y 7 z%’* TLS 1.0 ~TLS 1.1 % 3DES % # % > erid 202 T % 4 D F H & o

V o BaZ o TREANALERY L 2 MR T E AR IFE E > d 3 Schannel Ex* 7 & > ep
BT BB 0 R "’%ﬁg | Z AR T A X DL T E AR o
> Zi’wj—"’ }z: .
v 3o F 4k (regedit) » #Schannel i * 7 % 2 énid 35 T2 4e BIF H 2 (BRI 2) o
V FEAR{I(FEET RO Mpatch PR A+ - P wwindowsll Schannel¥gzk @ & * 3des °
4 g TLSL. 0 ~ TSI 1) -

YV V.V VYV V



- https://www. nartac. com

I[IS Crypto

> 3 ' 1IS Crypto._
> i 2

®s Nartac Software - Download X +

23 nartac.com,

NARTAC
SOFTWARE

# Home / IIS Crypto / Download

11S Crypto requires a minimum of Windows Server 2008 and the .Net 4.0 framework or greater. Both GUI and command

line versions are available.

[IS Crypto GUI

Version 3.3 (357 KB)

Version 3.3 Build 17 - Released October 31, 2022

+ Added TLS 1.3 and new cipher suites for Windows Server 2022

v Updated all templates to support TLS 1.3

+ PCI 4.0 template added which removes SHA1 and non forward secrecy cipher suites
v Strict template removes CBC cipher suites on Windows 2016 and above

“ Removed a single instance check on startup

Version 3.2 Build 16 - Released April 11, 2020

HOME

#hE "' DOWNLOAD , F&HiFEZ

[IS Crypto CLI



https://www.nartac.com/Downloads/IISCrypto/IISCrypto.exe

I[IS Crypto
BEEA
» 7 " Schannel | # B > 8% ' Best Practices |

| B 1S Crypto - m] X ‘
IS Crypto 3.3 NARTAC
Ei Yp SOFTWARE
Schannel
= These settings enable or disable various options system wide. When the checkbox is grey it means no setting has been specified and the
el default for the operating system will be used. Click the Apply button to save changes.
q Server Protocols Ciphers Hashes Key Exchanges
g Multi-Protocol Unified Hello MULL MD5 Diffie-Hellman
. . PCT 1.0 DES 56/56 SHA PECS
Cipher Suites
55L2.0 RCZ 40/128 SHA 256 ECDH
55L3.0 RC2 56/128 SHA 334
TLS 1.0 RC2 128/128 SHA 512
TLS 1.1 RC4 40/128
Advanced TL51.2 RC4 56/128
TLS 1.3 RC4 64/128
—— RC4 128/128
= Triple DES 168
AES 128/128
Templates AES 256/256
Y Client Protocols
:w Multi-Protocol Unified Hello
Site Scanner PCT1.0
55L2.0
55L3.0
“ TLS 1.0
TLS 1.1
About TLs1.2
TLS1.3

Best Practices Reboot: [:]




IS Crypto

PRI & v Rk T B T

B 115 Crypto — O X
B s oo a2 NARTAC

Schannel

[ These settings enable or disable various options system wide. When the checkbox is grey it means no setting has been specified and the

SeErTE default for the operating system will be used. Click the Apply button to save changes.

F Server Protocols Ciphers Hashes Key Exchanges
= [ Multi-Protacol Unified Hello | |[] NULL | |. MD5 @ Diffie-Hellman
) ] 0 PcT e S nececer - @ Prcs
CipherSuites | = i5) 5 Best Practices Set X @ tooH
[ 55L3.
@ LS . ,
@S o Best Practices for your computer has been set. Please click the Apply
i butten to save the changes.
Advanced @S
@S
B
Templates B AES 256/256

= Client Protocols

ri‘ [:] Multi-Protocol Unified Hello

Site Scanner Q) per o
) 55120

. [ s5L3.0
“ @S0
® LS

About @msiz
@is13

Best Practices Reboot: E] Apply




I[IS Crypto - winll
»F 92 TLSI.0~TLSL. 1% Triple DES 168

. 115 Crypto - ] X
B s crypto 33 NARTAC
: SOFTWARE
= Schannel
= These settings enable or disable various options system wide. When the checkbox is grey it means no setting has been specified and the
Schannel default for the operating system will be used, Click the Apply button te save changes.
f Server Protocols Ciphers Hashes Key Exchanges
& ] Multi-Protocol Unified Hello [ MuLL B Mos B Diffie-Hellman
Cipher Suites [JrcT10 (] DES 56/36 @ sHa ® PKCS
[]ssLz.o () RC240/128 @ sHA 256 ® EcoH
(] RC2 56/128 ® sHa3e4
TS 1.0 (] RC2128/128 @ sHAS12
) TLS 1.1 () RC4 40/128
Advanced | Risae () RC4 56/128
@13 () RC4 64/123
B [l RC4128/128 J
'I ‘ (T Triple DES 168
= | Rl
Templates B AES 256/256

Y Client Protocols

rw [ Multi-Protocol Unified Hello

) PCT1.0

Site Scanner

6

About

75 1.0
TS 14
L BACRE:
@is13

Best Practices Reboot: E] Apply
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[IS Crypto - winl0

W 2 4%
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x

B 1S Crypto

E l1S Crypto 3.3

= O X

NARTAC
SOFTWARE

Schannel

Schannel

These settings enable or disable various options system wide. When the checkbox is grey it means no setting has been specified and the

default for the operating system will be used. Click the Apply button to save changes.
f Server Protocols Ciphers Hashes Key Exchanges
. [[J Multi-Protocol Unified Hello [ MULL @ mMDs @ Diffie-Hellman
Cipher Suites [ PCcT10 (] DES 56/56 @ sHA @ Prcs
[JssL20 (] RC240/128 @ 5HA 256 @ ECDH
] RC2 56/128 @ SHA 384
7510 (] RC2128/128 @ sHAS12
s 11 (] RC4 40/128
Advanced : [[J RC4 56/128
— O cseas
—
() Triple DES 168
Templates ® AES 256/256
Y Client Protocols
:i‘ [C) Multi-Protacol Unified Hello
Site Scanner [)perio
[ssL20
“ s 10
[ TLs 1.1
AbDth o
Best Practices Reboot: [:] Apply
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. 115 Crypto

E lIS Crypto 3.3
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= O X
ENARTAC
SOFTWARE

Schannel

Cipher Suites

&

Advanced

Templates

Site Scanner

6

About

Schannel

These settings enable or disable various options system wide. When the checkbox is grey it means no setting has been specified and the

default for the operating system will be used, Click the Apply button te save changes.

Server Protocols Ciphers Hashes Key Exchanges
] Multi-Protocol Unified Hello [ MuLL B Mos B Diffie-Hellman
[JrcT10 (] DES 56/36 @ sHa ® PKCS
[]ssLz.o () RC240/128 @ sHA 256 ® EcoH
] ssL3.0 () RC2 56/128 ® sHa3e4
TS 1.0 (] RC2128/128 @ sHAS12
) TLS 1.1 () RC4 40/128
@Tsi2 (] RC4 56/128
@13 () RC4 64/123

[:] RC4 128/128

C] Triple DES 168

@ AES 123128

B AES 256/256

Client Protocols

E] Multi-Protacal Unified Hella
[JPcT1.0
[]ssLz0
[ ssL3.0
TS0
s

@2

@isis

Best Practices

Reboot: E]
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>t aE o 1T R k3% windowsE windows server g e A
> H s AR B35 EES fr — B R

v 60108 - SSL Certificate Chain Contains Weak RSA Keys

v 42873 - SSL Medium Strength Cipher Suites Supported (SWEET32)

v 65821 - SSL RC4 Cipher Suites Supported (Bar Mitzvah)

v 20007 - SSL Version 2 and 3 Protocol Detection

v 26928 - SSL Weak Cipher Suites Supported

v 104743 - TLS Version 1.0 Protocol Detection

v 157288 - TLS Version 1.1 Protocol Deprecated
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» 42873 - Medium Strength Cipher Suites Supported (SWEET32)
» 94437 - SSL 64-bit Block Size Cipher Suites Supported (SWEET32)
» 104743 - TLS Version 1.0 Protocol Detection
» 157288 — TLS Version 1.1 Protocol Deprecated
vk gag et [ISCryptosd2
» 18405 - Remote Desktop Protocol Server Man-in-the-Middle Weakness
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@ - https://it. ccu. edu. tw/var/file/9/1009/img/1856/186640335. pdf
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» 106609 - Microsoft Windows IIS Default Index Page

> 88099 - Web Server HTTP Header Information Disclosure
VIR H 3 FF I BEIISAPM 74 5 e @ # J‘ﬁ ySEl
VAR A REBBETRAELTEL T RTPRE R
C B A BAL 0 RSERT 6 A (R B Y SRR kB ~ 4 Header o
PR E
S ;ﬁ—w:}ﬁ? (T8 (T A B PR A2 > 3 iT 2 windows] 13k B o qsfv ;
windows10 ek 8840

Plugin Output

tcp/80/www

Server type : Microsoft IIS
Server version : 10.0
Source : Microsoft-IIS/10.90
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> ¥ % " Internet Information Services ; ¥ " Internet Information Services
e ;Lhi\mWebfnu g FFERIES B A 2T E R E(ETRIAPR)
> B E

FET_ | 0 T ATEL T P

Windows H&E — O ¥
BS By sk BIES Windows ThEE o

=EREE - EERENENEREE - SEEEDs  EEREDE
HEEmAE - ERNARETREREE A6 -

W MNET Framework 3.5 (2158 NET 20 % 3.0)

B  .MET Framework 4.8 Advanced Services
(1" Active Directory EE3 B $55EFE

[ = Hyper-V

Internet Information Services

Internet Infarmation Services TIEEEEAT Web Zil

Microsoft Defender B R, e

Microsoft Message {75 (MSMQ) EEESE

Microsoft XPS Document Writer

Microsoft FIE1ZE PDF
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12085 — Apache Tomcat De:
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» 106374 - Default nginx H’
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TP Server Settings
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PP PIREAMZ > MK T (apache & 7))

» 10297 — Web Server Directory Traversal Arbitrary File Access

<Directory “MBEARE">
AllowOverride All

Options FollowSymLinks

Require all granted
</Directory>
g« 7 4v Index
<Directory "fABEIRHEX">
AllowOverride All

OptionsﬂFollowSymLinks
Require all granted
</Directory>

P F Tl 64



PP PREAMZ > 3% T (apache & &)
» 106232 - Apache ServerTokens Information Disclosure

» 88490 - Web Server Error Page Information Disclosure
» 88099 - Web Server HTTP Header Information Disclosure

#Directory ../apache2/security.conf

HitinH HENEETREE

ServerTokens Prod |Z2& #Apache

ServerTokens Major #Apache/2

ServerTokens Minor #Apache/2.4

ServerTokens Minimal #Apache/2.4.41

ServerTokens 0S #Apache/2.4.41 (Unix)
ServerTokens Full #Apache/2.4.41 (Unix) PHP/4.2.2

#iRR B He s nd L&A
ServerSignature Off|&#& #FE/R
ServerSignature On #HAE TN
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» 41028 - SNMP Agent Default Community Name (public)

> 76474 — SNMP * GETBULK® Reflection DDoS

> snmpt» A & F AT 4R g Ml RXF 0 PN AL +
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20 REe B €0 AL DY 5 FER Fpublic
ViERAREDR Y F R R g KA [P P AR O LR F

PUB B PR e ]

> R4
v 2% snmp
VL LAL 3 & @ % publics 3 © e fen 2 4
VRS B G £ P 1 B snmpB 19 7 3



& SIEN = ft/EED 3=}

WA E
CA &R
1R55% (Root Certificate) 2 7
»ET
R
IPsec/IP ERiE
»EIR
»AERRE
PE=.N
» Bl &8

i HEEeH
() mre FTP AR

EmZEtt

Epson Open Platform

AR (7)) -

[120

—SNMPVINV26 S E—
() B Fe SNMPviv2e

B L T

=1k

AEFETE (EE)

Ianothercommunitystring

EFEE EIRA):

—SNMPv3 2 F

[ B As SNMPV3

EREEE:

—ERERE

EEE

G -

[

—NZwEE

3
im
5

&
b

#
2y
1333
i

AEETE







SSLiG 72 4P Bk

» bl1192 - SSL Certificate Cannot Be Trusted

» H(h82 - SSL Self-Signed Certificate
V P Bk B «’:%K/,}J,';Kg’ﬁ TR I g A FBFL LA S ol
SEEL A RREE £ G
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> EIRGE(F L 5 Bk A3 ) Aok 5 F S I 33
VISR AT Y il
v &4t TWCA ~ Let’s Encrypt (=+ 3% » & { #7- =) &

:%E

> IRTHE E R R % 2
v ip B33 B

« 35291 - SSL Certificate Signed Using Weak Hashing Algorithm
« 31705 - SSL Anonymous Cipher Suites Supported
« 91192 - SSL Certificate Cannot Be Trusted
« 15901 - SSL Certificate Expiry
« 45411 - SSL Certificate with Wrong Hostname
« 57582 - SSL Self-Signed Certificate






