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HTTP vs. HTTPS

* HTTP (HyperText Transfer Protocol)
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HTTP vs. HTTPS

HTTPS (HTTP over TLS)
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TLS (Transport Layer Security) *c % 4 Z_

« TLS & £ 4 5 SSL (Secure Sockets Layer) » 1 & §_%
PR AR R R A iR B IR o

SSL AT R OPTERF O FIFAEEX2EF O KATN R
A

SSLv2 1995 & 2011&H* > < 3% >, LM P

SSLv3 1996 & 2015ER* > A% 2, LAMP .

TLS1.0 1999 & IETF#SSLfE i £ & 5TLS» © 7 % >, L AP -

TLS1.1 2006 & 176~ e 22020 #-% b £ 4£TLS1.0 % TLS 1.1 -
EFEER%G 0 LM

TLS12 2008 & i deifk # o ®be TLS 1.3 B

TLS1.3 2018 & A4+ iflf B s TLS 1.3 R 2R &
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You are here: Home = Projecis = SSL Server Test

SSL Server Test

This free online service performs a deep analysis of the configuration of any SSL web server on the public Internet. Please note that the
information you submit here is used only to provid?.the service. We don't use the domain nameﬂe test results, and we never
will.

Hostname:}| https://ss ' ccu.edu.twi] ISubmitlI

(") Do not show the resuits on the boards
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Fent https://www. ssllabs. com/ssltest/
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Configuration

@ Protocols

TLE 1.2 -
TLS 1.2 .
TLS 11 "
TLE1.0 “
S5L3 "
S5L2 “

v F#x_TLS1.1 / TLS1.0 / SSL3 / SSL2 #5% No -
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Summary

Overall Rating

| | | | | |
Certificate

Ry Exchonee:

Protocol Support

Cipher Strength _

0 20 40 6( 80 100

Configuration

Protocols

TLS 1.2 No
TLS 1.1 No
TLS 1.0 Yes
SSL 2 INSECURE Yes
SSL 2 INSECURE Yes
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SSL& & (SSL Certificate » SSL CA)

e SSLEHHEJd X Fofki=k é@&?ﬁtﬁ# ( Certificate
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¢ AT M HERBEVMIL S (i L ohzed):
v ¢ ## Let's Encrypt 4 7 &7 (4 Ubuntu 20.04 %~ Linux Z i)
v/ i * dehydrated £ 2 ¥ 2£% % % ¢ 3 Let's Encrypt #hSSLE %
Vo R IR R (root) B R EFMT &4 0 TE A 4 R EA

— —

# apt update JIFE 5B~ 18 B FTR B 14

# apt install dehydrated /1= % dehydrated = i

# vi /etc/dehydrated/config 1113 223k 2 4%

WELLKNOW="$[BASEDIR]/acme-challenges #-acme-challenges &5 3 $L

# mkdir /var/lib/dehydrated/acme-challenge ™ w i3 e sb 30 &

# mkdir /var/www/html/.well-known & T iE = ikLet's Encrypt

# cd /var/www/html/.well-known FERE % gl &

# In -s /var/lib/dehydrated/acme-challenge .

# dehydrated --register --accept-terms % - ¥ Rt 7

# dehydrated -c -d xxx.ccu.edu.tw I[A 24 3 % xxx.ccu.edu.twig
HE PR RS




v A2 2 #% & Ivar/lib/dehydrated/cert/xxx.ccu.edu.tw/ F L &
.~ HTTPSZ & thip 4 %

fullchain.pem (2 # xxx.ccu.edutw £1SSLIG 2 #¥)
privkey.pem (1% % 3k 9T 7 5 4K)

VORI A E T LT £ATA 2 BN
# dehydrated -c -d xxx.ccu.edu.tw
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TWCA : https://lwww.twca.com.tw/portal/service/ftc 1 6.html

¢ 7 5 ¢ https://publicca.hinet.net/SSL-02.htm

! R R sL B G A A% (Certificate Signing Request, CSR #)

openssl - FET 5k o T kA4 BRI 2
BT o FRENGE TP FE

# apt install openssl|

17 openssl & >k st g & iy AR s R IR
AW R IFIBEIPETA g8 ¥ 24T |



https://www.twca.com.tw/portal/service/ftc_1_6.html
https://publicca.hinet.net/SSL-02.htm

# openssl req -new -newkey rsa:2048 -sha256 -nodes -keyout privkey.pem -out
cert.csr -days 365

Country Name (2 letter code) [AU]: TW

State or Province Name (full name) [Some-State]: Taiwan

Locality Name (eg, city) []:Chiayi

Organization Name (eg, company) [Internet Widgits Pty Ltd]:National Chung Cheng University
Organizational Unit Name (eg, section) []:Department of Xxx (& = 2 #)

Common Name (e.g. server FQDN or YOUR name) []:xxx.ccu.edu.tw (=4 £ 2~ #)

Email Address []: mymall@ccu edu.tw (4 # » T EE)

A challenge password []: & #=4+Enters

An optional company name []: & & 4+Enters

Lt ¢ 365 pe R de 0 T R R E G R
S EREE RS E2 AR LT SR TR -

=+
v 1 F1 ¢ A2 privkey.pe

m f cert.csr & 1§ %
cert.csr (GHEFRfh >+ BLIEEF Y
privkey.pem (p s ﬁiqﬁ,"g“n&»’? 4 0 BT RT)
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V AE ANEFLXR et B0 & 35 1 SSL2 ~ SSL3 ~ TLS 1.0
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